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Security Considerations

All OSPF protocol exchanges are authenticated. This is accomplished through authentication fields contained in the
OSPF packet header. For more information, see Sections 8.1, 8.2, and Appendix E.
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E Authentication

All OSPF protocol exchanges are authenticated. The OSPF packet header (see Section A.2) includes an authentication
type field, and 64-bits of data used by the appropriate authentication scheme (determined by the type field).

The authentication type is configurable on a per-area basis. Additional authentication data is configurable on a per-
interface basis. For example, if an area uses a simple password scheme for authentication, a separate password may
be configured for each network contained in the area.

Authentication types of 0-255 are specified below. Other authentication types may be assigned locally on a per Au-
tonomous System basis.

E.1 Autype 0 — No authentication
Use of this authentication type means that routing exchanges in the area are not authenticated. The 64-bit field in the
OSPF header can contain anything; it is not examined on packet reception.

E.2 Autype 1 - Simple password

Using this authentication type, a 64-bit field is configured on a per-network basis. All packets sent on a particular
network must have this configured value in their OSPF header 64-bit authentication field. This essentially serves as a
“clear” 64-bit password.

This guards against routers inadvertently coming up in the area. They must first be configured with their attached
networks’ passwords before they can join the routing domain.
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LS type| Link State ID| Advertising Router] LS seq no| LS age| LS checksuni
1 192.1.1.1 192.1.1.1 * * *
1 192.1.1.2 192.1.1.2 * * *
1 192.1.1.3 192.1.1.3 * * *
1 192.1.1.4 192.1.1.4 * * *
2 192.1.1.3 192.1.1.3 * older *
2 192.1.1.4 192.1.1.4 * newer *
3 la,lb 192.1.1.3 * * *
3 N6 192.1.1.3 * * *
3 N7 192.1.1.3 * * *
3 N8 192.1.1.3 * * *
3 N9-N11,H1 | 192.1.1.3 * * *
3 la,lb 192.1.1.4 * * *
3 N6 192.1.1.4 * * *
3 N7 192.1.1.4 * * *
3 N8 192.1.1.4 * * *
3 N9-N11,H1 | 192.1.1.4 * * *
4 RT5 192.1.1.3 * * *
4 NT7 192.1.1.3 * * *
4 RT5 192.1.1.4 * * *
4 NT7 192.1.1.4 * * *
4 N12 RT5's ID * * *
4 N13 RT5's ID * * *
4 N14 RT5's ID * * *
4 N12 RT7'sID * * *
4 N15 RT7'sID * * *

5. The contents of any particular link state advertisement. For example, a listing of the router links advertisement
for Area 1, with LS type = 1 and Link State ID = 192.1.1.3 is shown in Section 12.3.1.

6. Alisting of the entire routing table. Such listings are shown in Section 11. The routing table is calculated from
the combined databases of each attached area (see Section 16). It may be desirable to sort the routing table by
Type of Service, or by destination, or a combination of the two.
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3.

Moy

Interface IP address state cost | DR Backup | #nbrs| # adjs
192.1.1.3 DRother| 1 | 192.1.1.4| 192.1.1.1] 3 2
192.1.4.3 DR 2 ] 192.1.4.3| none 0 0

The list of neighbors associated with a particular interface. Each neighbor’s IP address, router ID, state, and the
length of the three link state advertisement queues (see Section 10) to the neighbor is displayed.

Suppose router RT4 is the Designated Router for network N3, and router RT1 is the Backup Designated router.
Suppose also that the adjacency between router RT3 and RT1 has not yet fully formed. The display of router
RT3's neighbors (associated with its interface to network N3) may then appear as follows. The display indicates
that RT3 and RT1 are still in the database exchange procedure, Router RT3 has more Database Description
packets to send to RT1, and RT1 has at least one link state advertisement that RT3 doesn’t. Also, there is a
single link state advertisement that has been flooded, but not acknowledged, to each neighbor that participates
in the flooding procedure (state= Exchng). (In the following examples we assume that a router’s Router ID

is assigned to be its smallest IP interface address).

Neighbor IP address Router ID | state LS rxmt len| DB summ len| LS reqlen
192.1.1.1 192.1.1.1 | Exchng 1 10 1
192.1.1.2 192.1.1.2 | 2-Way 0 0 0
192.1.1.4 192.1.1.4 | Full 1 0 0

. A list of the area’s link state database. This is the same in all of the routers attached to the area. It is com-

posed of that area’s router links, network links, and summary links advertisements. Also, the AS external link
advertisements are a part of all the areas’ databases.

The link state database for Area 1 in Figure 16 might look as follows (compare this with Figure 7). Assume the
the Designated Router for network N3 is router RT4, as above. Also, assume that router RT3 was formerly the
Designated Router for network N3. Its network links advertisement is still part of the database (it has not aged
to FlushAge).

Both routers RT3 and RT4 are originating summary link advertisements into Area 1, since they are area border
routers. Routers RT5 and RT7 are AS external routers. Their location must be described in summary links
advertisements. Also, their AS external link advertisements are flooded throughout the entire AS.

Router RT3 can locate its self-originated advertisements by looking for its own router ID (192.1.1.3) in adver-
tisements’ Advertising Router fields.

The LS sequence number, LS age, and LS checksum fields indicate the advertisement’s instantiation. Their
values are stored in the advertisement’s link state header; we have not bothered to make up values for the
example.
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R5 An advertisement has been received through the flooding procedure that is LESS recent the the router’s current
database copy (see Section 13). The logging message should include the received advertisement’s LS type, Link
State ID, Advertising Router, LS sequence number, LS age and LS checksum. Also, the message should display
the neighbor from whom the advertisement was received.

The following messages are indication of normal, yet infrequent protocol events. These messages will help in the
interpretation of some of the above messages:

N1 The Link state refresh timer has fired for one of the router’s self-originated advertisements (see Section 12.3).
A new instantiation of the advertisement must be originated. The message should include the advertisement’s
LS type, Link State ID and Advertising Router.

N2 One of the advertisements in the router’s link state database has aged to MaxAge (see Section 14). At this point,
the advertisement is no longer included in the routing table calculation, and is reflooded. The message should
list the advertisement’s LS type, Link State ID and Advertising Router.

N3 An advertisement of age MaxAge has been flushed from the router’s database. This occurs after the advertise-
ment has been acknowledged by all adjacent neighbors. The message should list the advertisement’s LS type,
Link State ID and Advertising Router.

D.2 Cumulative statistics

These statistics display collections of the routing data structures. They should be able to be obtained interactively,
through some kind of network management facility.

All the following statistics displays, with the exception of the area list, routing table and the AS external links, are
specific to a single area. As noted in Section 4, most OSPF protocol mechanisms work on each area separately.

The following statistics displays should be available:

1. Alist of all the areas attached to the router, along with the authentication type to use for the area, the number of
router interfaces attaching to the area, and the total number of nets and routers belonging to the area.

For example, consider the router RT3 pictured in Figure 16. It has interfaces to two separate areas, Area 1
and the backbone (Area 0). The following display then indicates that the backbone is using a simple password
for authentication, and that Area 1 is not using any authentication. The number of nets includes IP networks,
subnets, and hosts (this is the reason for 2 backbone nets — they are the host routes corresponding to the serial
line between backbone routers RT6 and RT10).

AreaID | #ifcs | AuType| # nets| # routers
0 1 1 2 7
1 2 0 4 4

2. Alist of all the router’s interfaces to an area, along with their addresses, output cost, current state, the (Backup)
Designated Router for the attached network, and the number of neighbors currently associated with the interface.
Some number of these neighbors will have become adjacent, the number of these is noted in the display also.

Again consider router RT3 in Figure 16. The display below indicates that RT4 has been selected as Designated
Router for network N3, and router RT1 has been selected as Backup. Adjacencies have been established to both
of these routers. There are no routers besides RT3 attached to network N4, so it becomes DR, yet still advertises
the network as a stub in its router links advertisements.
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C1 Areceived OSPF packetisrejected due to errorsin its IP/OSPF header. The reasons for rejection are documented
in Section 8.2. They include OSPF checksum failure, authentication failure, and inability to match the source
with an active OSPF neighbor. The logging message produced should include the IP source and destination
addresses, the router ID in the OSPF header, and the reason for the rejection.

C2 Anincoming Hello packetis rejected due to mismatches between the Hello’s parameters and those configured for
the receiving interface (see Section 10.5). This indicates a configuration problem on the attached network. The
logging message should include the Hello’s source, the receiving interface, and the non-matching parameters.

C3 An incoming Database Description packet, Link State Request Packet, Link State Acknowledgment Packet
or Link State Update packet is rejected due to the source neighbor being in the wrong state (see Sec-
tions 10.6, 10.7, 13.7 , and 13 respectively). This can be normal when the identity of the network’s Desig-
nated Router changes, causing momentary disagreements over the validity of adjacencies. The logging message
should include the source neighbor, its state, and the packet’s type.

C4 A Database Description packet has been retransmitted. This may mean that the value of Rxmtinterval that has
been configured for the associated interface is too small. The logging message should include the neighbor to
whom the packet is being sent.

The following messages can be caused by packet transmission errors, or software errors in an OSPF implementation:

E1 Thechecksuminareceived link state advertisementis incorrect. The advertisementis discarded (see Section 13).
The logging message should include the advertisement’s LS type, Link State ID and Advertising Router (which
may be incorrect). The message should also include the neighbor from whom the advertisement was received.

E2 During the aging process, itis discovered that one of the link state advertisements in the database has an incorrect
checksum. Thisindicates memory corruption or a software error in the router itself. The router should be dumped
and restarted.

The following messages are an indication that a router has restarted, losing track of its previous LS sequence number.
Should these messages continue, it may indicate the presence of duplicate Router IDs:

R1 Two link state advertisements have been seen, whose LS type, Link State 1D, Advertising Router and LS se-
guence number are the same, yet with differing LS checksums. These are considered to be different instanti-
ations of the same advertisement. The instantiation with the larger checksum is accepted as more recent (see
Section 12.1.6, 13.1). The logging message should include the LS type, Link State ID, Advertising Router, LS
sequence number and the two differing checksums.

R2 Two link state advertisements have been seen, whose LS type, Link State ID, Advertising Router, LS sequence
number and LS checksum are the same, yet can be distinguished by their LS age fields. This means that one
of the advertisement’s LS age is MaxAge, or the two LS age fields differ by more than MaxAgeDiff. The
logging message should include the LS type, Link State ID, Advertising Router, LS sequence number and the
two differing ages.

R3 The router has received an instantiation of one of its self-originated advertisements, that is considered to be more
recent. This forces the router to originate a new advertisement (see Section 13.4). The logging message should
include the advertisement’s LS type, Link State ID, and Advertising Router along with the neighbor from whom
the advertisement was received.

R4 An acknowledgment has been received for an instantiation of an advertisement that is not currently contained in
the router’s database (see Section 13.7). The logging message should detail the instantiation being acknowledged
and the database copy (if any), along with the neighbor from whom the acknowledgment was received.

Moy Page 98



RFC 1131 OSPF October 1989

D Required Statistics

An OSPF implementation must provide a minimum set of statistics indicating the operational state of the protocol.
These statistics must be accessible to the user; this will probably be accomplished through some sort of network
management interface.

It is hoped that these statistics will aid in the debugging of the implementation, and in the analysis of the protocol’s
performance.

The statistics can be broken into two broad categories. The first consists of what we will call logging messages. These
are messages produced in real time, with generally a single message produced as the result of a single protocol event.
Such messages are also commonly referred to as traps.

The second category will be referred to as cumulative statistics. These are counters whose value have collected over
time, such as the count of link state retransmissions over the last hour. Also falling into this category are dumps of the
various routing data structures.

D.1 Logging messages

A logging message should be produced on every significant protocol event. The major events are listed below. Most
of these events indicate a topological change in the routing domain. However, some number of logging messages can
be expected even when the routing domain remains intact for long periods of time. For example, link state originations
will still happen due to the link state refresh timer firing.

Any of the messages that refer to link state advertisements should print the area associated with the advertisement.
There is no area associated with AS external link advertisements.

The following list of logging messages indicate topological changes in the routing domain:

T1 The state of a router interface changes. Interface state changes are documented in Section 9.3. In general,
they will cause new link state advertisements to be originated. The logging message produced should include
the interface’s IP address (or other name), interface type (virtual link, etc.) and old and new state values (as
documented in Section 9.1).

T2 The state of a neighbor changes. Neighbor state changes are documented in Section 10.3. The logging message
produced should include the neighbor IP address, and old and new state values.

T3 The (Backup) Designated Router has changed on one of the attached networks. See Section 9.4. The logging
message produced should include the network IP address, and the old and new (Backup) Designated Routers.

T4 The router is originating a new instantiation of a link state advertisement. The logging message produced should
indicate the LS type, Link State ID and Advertising Router associated with the advertisement (see Section 12.3).

T5 The router has received a new instantiation of a link state advertisement. The router receives these in Link
State Update packets. This will cause recalculation of the routing table. The logging message produced should
indicate the advertisement’s LS type, Link State ID and Advertising Router. The message should also include
the neighbor from whom the advertisement was received.

T6 An entry in the routing table has changed (see Section 11). The logging message produced should indicate the
Destination type, Destination ID, and the old and new paths to the destination.

The following logging messages may indicate that there is a network configuration error:
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delay between the two routers. This may be hard to estimate for a virtual link. It is better to err on the side of making
it too large. “Router Priority” is not used on virtual links.

Avirtual link is defined by the following two configurable parameters: the Router ID of the virtual link’s other endpoint,
and the (non-backbone) area through which the virtual link runs (referred to as the virtual link’s transit area).

C.5 Non-broadcast, multi-access network parameters

OSPF treats a non-broadcast, multi-access network much like it treats a broadcast network. Since there many be
many routers attached to the network, a Designated Router is selected for the network. This Designated Router then
originates a networks links advertisement, which lists all routers attached to the non-broadcast network.

However, due to the lack of broadcast capabilities, it is necessary to use configuration parameters in the Designated
Router selection. These parameters need only be configured in those routers that are themselves eligible to become
Designated Router (i.e., those router's whose DR Priority for the network is hon-zero):

List of all other attached routers The list of all other routers attached to the non-broadcast network. Each router is
listed by its IP interface address on the network. Also, for each router listed, that router’s eligibility to become
Designated Router must be defined. When an interface to a non-broadcast network comes up, Hello packets will
be sent only to those routers eligible to become Designated Router, until the identity of the Designated Router
is discovered.

Pollinterval If a neighboring router has become inactive (hellos have not been seen for RouterDeadlnterval seconds),
it may still be necessary to send Hellos to the dead neighbor. These Hellos will be sent at the reduced rate
Pollinterval, which should be much larger than Hellolnterval. Sample value for a PDN X.25 network: 2 minutes.

C.6 Hostroute parameters

Host routes are advertised in network links advertisements as stub networks witBxfféfikf . They indicate
either router interfaces to point-to-point networks, looped router interfaces, or IP hosts that are directly connected to
the router (e.g., via a SLIP line). For each directly connected host, the following items must be configured:

Host IP address The IP address of the host.

Cost of link to host The cost of sending a packet to the host, in terms of the link state metric. Note that this doesn’t
really matter unless the host is multiply homed.
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IP interface mask This denotes the portion of the IP interface address that identifies the attached network. This is
often referred to as the subnet mask.

Interface output cost(s) The cost of sending a packet on the interface, expressed in the link state metric. This is
advertised as the link cost for this interface in the router links advertisement. There may be a separate cost for
each IP Type of Service. The interface output cost(s) must always be greater than 0.

Rxmtinterval The number of seconds between link state advertisement retransmissions, for adjacencies belonging
to this interface. Also used when retransmitting Database Description and Link State Request Packets. This
should be well over the expected round-trip delay between any two routers on the attached network. The setting
of this value should be conservative or needless retransmissions will result. It will need to be larger on low
speed serial lines and virtual links. Sample value for a local area network: 5 seconds.

InfTransDelay The estimated number of seconds it takes to transmit a Link State Update Packet over this interface.
Link state advertisements contained in the update packet must have their age incremented by this amount before
transmission. This value should take into account the transmission and propagation delays for the interface. It
must be greater than 0. Sample value for a local area network: 1 second.

Router Priority An 8-bit unsigned integer. When two routers attached to a network both attempt to become Desig-
nated Router, the one with the highest Router Priority takes precedence. If there is still a tie, the router with the
highest Router ID takes precedence. A router whose Router Priority is setto 0 is ineligible to become Designated
Router on the attached network. Router Priority is only configured for interfaces to multi-access networks.

Hellolnterval The length of time, in seconds, between the Hello packets that the router sends on the interface. This
value is advertised in the router’s Hello packets. It must be the same for all routers attached to a common
network. The smaller the hello interval, the faster topological changes will be detected, but more routing traffic
will ensue. Sample value for a X.25 PDN network: 30 seconds. Sample value for a local area network: 10
seconds.

RouterDeadInterval The number of seconds that a router’s Hellos have not been seen before its neighbors declare
the router down. This is also advertised in the router’s Hello Packets in the DeadInt field. This should be some
multiple of the Hellolnterval (say 4). This value again must be the same for all routers attached to a common
network.

Authentication key This configured data allows the authentication procedure to generate and/or verify the authen-
tication field in the OSPF header. For example, if the authentication type indicates simple password, the au-
thentication key would be a 64-bit password. This key would be inserted directly into the OSPF header when
originating routing protocol packets. There could be a separate password for each network.

C.4 Virtual link parameters

Virtual links may be configured between any pair of area border routers having interfaces to a common (non-backbone)
area. The virtual link appears as an unnumbered point-to-point link in the graph for the backbone. The virtual link
must be configured in both of the area border routers.

A virtual link appears in router links advertisements (for the backbone) as if it were a separate router interface to the
backbone. As such, it has all of the parameters associated with a router interface (see Section C.3). Although a virtual
link acts like an unnumbered point-to-point link, it does have an associated “IP interface address”. This address is used
as the IP source in protocol packets it sends along the virtual link, and is set dynamically during the routing table build
process. “Interface output cost” is also set dynamically on virtual links to be the cost of the intra-area path between
the two routers. The parameter “Rxmtinterval” must be configured, and should be well over the expected round-trip
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C Configurable Constants

The OSPF protocol has quite a few configurable parameters. These parameters are listed below. They are grouped
into general functional categories (area parameters, interface parameters, etc.). Sample values are given for some of
the parameters.

Some parameter settings need to be consistent among groups of routers. For example, all routers in an area must agree
on that area’s parameters, and all routers attached to a network must agree on that network’s IP network number and
mask.

Some parameters may be determined by router algorithms outside of this specification (e.g., the address of a host
connected to the router via a SLIP line). From OSPF’s point of view, these items are still configurable.

C.1 Global parameters

The only global configurable parameter is the router’s Router ID. This uniquely identifies the router in the Autonomous
System. One algorithm for Router ID assignment is to choose the largest or smallest IP address assigned to the router.

C.2 Areaparameters

All routers belonging to an area must agree on that area’s configuration. Disagreements between two routers will lead
to an inability for adjacencies to form between them, with a resulting hindrance to the flow of routing protocol traffic.
The following items must be configured for an area:

Area ID This is a 32-bit number that identifies the area. The Area ID of O is reserved for the backbone. If the area
represents a subnetted network, the IP network number of the subnetted network may be used for the area ID.

List of address ranges An OSPF area is defined as a list [IP address, mask] pairs. Each pair describes a range of IP
addresses. Networks and hosts are assigned to an area depending on whether their addresses fall into one of the
area’s defining address ranges. Routers are viewed as belonging to multiple areas, depending on their attached
networks’ area membership. Routing information is condensed at area boundaries. External to the area, a single
route is advertised for each address range.

As an example, suppose an IP subnetted network is to be its own OSPF area. The area would be configured as
a single address range, whose IP address is the address of the subnetted network, and whose mask is the natural
class A, B, or C internet mask. A single route would be advertised external to the area, describing the entire
subnetted network.

Authentication type Each area can be configured for a separate type of authentication. See Appendix E for a discus-
sion of the defined authentication types.

C.3 Router interface parameters
Some of the configurable router interface parameters (such as IP interface address and subnet mask) actually imply

properties of the attached networks, and therefore must be consistent across all the routers attached to that network.
The parameters that must be configured for a router interface are:

IP interface address The IP protocol address for this interface. This uniquely identifies the router over the entire
internet. An IP address is not required on serial lines. Such a serial line is called “unnumbered”.

Moy Page 94



RFC 1131 OSPF October 1989

B Architectural Constants

Several OSPF protocol parameters have fixed architectural values. These parameters have been referred to in the text
by names such as LSRefreshTimer. The same naming convention is used for the configurable protocol parameters.
They are defined in another appendix.

The name of each architectural constant follows, together with its value and a short description of its function.

LSRefreshTime The maximum time between distinct originations of any particular link state advertisement. For
each link state advertisement that a router originates, an interval timer should be set to this value. Firing of this
timer causes a new instantiation of the link state advertisement to be originated. The value of LSRefreshTime
is set to 30 minutes.

MinLSInterval The minimum time between distinct originations of any particular link state advertisement. The value
of MinLSlInterval is set to 5 seconds.

MaxAge The maximum age that a link state advertisement can attain. When an advertisement’s age reaches MaxAge,
it is reflooded. It is then removed from the database as soon as this flood is acknowledged, i.e., as soon as it has
been removed from all neighbbink state retransmission lists Advertisements having age MaxAge are not
used in the routing table calculation. The value of MaxAge must be greater than LSRefreshTime. The value of
MaxAge is set to 1 hour.

CheckAge When the age of a link state advertisement (that is contained in the link state database) hits a multiple
of CheckAge, the advertisement’s checksum is verified. An incorrect checksum at this time indicates a serious
error. The value of CheckAge is set to 5 minutes.

MaxAgeDiff The maximum time dispersion that can occur, as a link state advertisement is flooded throughout the AS.
Most of this time is accounted for by the link state advertisements sitting on router output queues (and therefore
not aging) during the flooding process. The value of MaxAgeDiff is set to 15 minutes.

LSInfinity The link state metric value indicating that the destination is unreachable. It is defined to be the binary
value of all ones. It depends on the size of the metric field, which is 16 bits in router links advertisements, and
24 bits in both summary and AS external links advertisements.

DefaultDestination The Destination ID that indicates the default route. This route is used when no other matching
routing table entry can be found. The default destination can only be advertised in AS external link advertise-
ments. Its value is the IP address 0.0.0.0.
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A.8 The Link State Acknowledgment packet

Link State Acknowledgment Packets are OSPF packet type 5. To make the flooding of link state advertisements
reliable, the advertisements are explicitly acknowledged. This acknowledgment is accomplished through the sending
and receiving of Link State Acknowledgment packets. Multiple link state advertisements can be acknowledged in a
single packet. Unacknowledged advertisements will be retransmitted.

Depending on the state of the sending interface and the source of the advertisements being acknowledged, a Link State
Acknowledgment packet is sent either to the multicast address AlISPFRouters, to the multicast address AlIDRouters,
or as a unicast. See Section 13.5 for more details.

The format of this packet is similar to that of the Data Description packet. The body of the packet is simply a list of
link state advertisement descriptions.

0 8 16 24 32
[ 5 ] |

OSPF packet header

LS type
Link State ID Repeat ed
Adverti sing Router for each

LS sequence nunber LS adv.

LS checksum LS age

The database pieces are described precisely as in the Database Description Packets. The LS type, Link State ID and
Advertising Router fields identify a specific advertisement, while the LS sequence number, LS checksum and LS age
fields isolate a particular instantiation of the advertisement. See Section A.3 for more details.
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A.7.4 AS external links advertisements

AS external link advertisements are the Type 5 link state advertisements. These advertisements are originated by AS
boundary routers. A separate advertisement is made for each destination (known to the router) which is external to the
AS. The destination is always an IP network; the advertisement’s Link State ID field specifies an IP network number.

If a route for a certain type of service is not included, that TOS is assumed to have the same cost as TOS 0. The cost
for TOS 0 must be included, and is always listed first.

0 8 16 24 32
I I
5

Li nk St ate header

Net wor k Mask

T T 1T T1T°1
bit E — netric Repeat ed
External Route Tag for each
; TGS
Network Mask The IP network mask for the advertised destination. For example, when advertising a class A

network the maskxffO00000 would be used.

For each type of service, the following fields are defined. The number of TOS routes included can be calculated from
the link state advertisement’s length field. Values for TOS 0 must be specified; they are listed first.

bit E The type of external metric. If bit E is set, the metric specified is a Type 2 external metric. This
means the metric is considered larger than any link state path. If bit E is zero, the specified metric
is a Type 1 external metric. This means that is is comparable directly (without translation) to the
link state metric.

TOS The Type of Service that the following cost concerns.
metric The cost of this route. Interpretation depends on the external type indication (bit E above).

External Route Tag A 32-bit field attached to each external route. This is not used by the OSPF protocol itself. It
may be used to communicate information between AS boundary routers; the precise nature of
such information is outside the scope of this specification.
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A.7.3 Summary links advertisements

Summary link advertisements are the Type 3 and 4 link state advertisements. These advertisements are originated by
area border routers. A separate summary link advertisement is made for each destination (known to the router) which

belongs to the AS, yet is outside the area. Type 3 link state advertisements are used when the destination is an IP
network. In this case the advertisement'’s Link State ID field is an IP network number.

When the destination is an AS boundary router, a Type 4 advertisement is used, and the Link State ID field is the
AS boundary router's OSPF Router ID. To see why it is necessary to advertise the location of each ASBR, consult
Section 16.4.

Other than the difference in the Link State ID field, the format of Type 3 and 4 link state advertisements is identical.

Separate costs may be advertised for each IP Type of Service. The cost for TOS 0 must be included, and is always
listed first. If a cost for a certain type of service is not included, its cost defaults to that specified for TOS 0.

0 8 16 24 32
I I
3 or 4

Li nk St ate header

Net wor k Mask

Repeat ed
TGS metric for each
TOS
Network Mask For Type 3 link state advertisements, this indicates the destination’s IP network mask. For ex-

ample, when advertising the location of a class A network the v@@®00000 would be
used. This field is not meaningful and must be zero for Type 4 link state advertisements.

For each type of service, the following fields are defined. The number of TOS routes included can be calculated from
the link state advertisement’s length field. Values for TOS 0 must be specified; they are listed first.

TOS The Type of Service that the following cost concerns.
metric The cost of this route. Expressed in the same units as the interface costs in the router links
advertisements.
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A.7.2 Network links advertisements

Network links advertisements are the Type 2 link state advertisements. A network links advertisement is originated
for each transit network in the area. A transit network is a multi-access network that has more than one attached router.
The network links advertisement is originated by the network’s Designated Router. The advertisement describes all
routers attached to the network, including the Designated Router itself. The advertisement's Link State ID field lists
the IP interface address of the Designated Router.

The distance from the network to all attached routers is zero, for all types of service. This is why the TOS and metric
fields need not be specified in the router links advertisement.

0 8 16 24 32
I I

Li nk State header

Net wor k Mask Repeat ed

At t ached Rout er for each
attached
router

Network Mask  The IP network mask for the network. For example, a class A network would have the mask
0xff000000

Attached Router The Router IDs of each of the routers attached to the network. Actually, only those routers that are
fully adjacent to the Designated Router are listed. The Designated Router includes itself in this list.
The number of routers included can be deduced from the link state advertisement length field.
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Link ID Identifies the object that this router link connects to. This depends on the link’s Type field.
When connecting to an object that also originates a link state advertisement (i.e., another router
or a transit network) the Link ID is equal to the other advertisement’s Link State ID. This
provides the key for looking up said advertisement in the link state database. See Section 12.2
for more details. Note also that the network number of an attached transit network can be
obtained by masking the Link ID with the appropriate network mask.

Type | Link ID
1 Neighboring router’s ID
2 IP address of Designated Router
3 IP network/subnet number

Link Data Contents again depend on the link’s Type field. For connections to stub network, it specifies
the network mask. For the other link types it specifies the router’s associated IP interface
address. This latter piece of information is needed during the routing table build process,
when calculating the IP address of the next hop. See Section 16.1.1 for more details.

Type What the router link connects to. One of:

1 — Connects to another router
2 — Connects to a transit network
3 — Connects to a stub network

#metrics The number of different TOS metrics given for this link, not counting the required metric for
TOS 0. For example, if no additional TOS metrics are given, this field should be set to 0.

metric (TOS 0) The cost of using this router link for TOS 0.

Each metric is described as follows. There is potentially one metric for each type of service. The TOS 0 metric is used
for all types of service unless others are explicitly specified.

TOS IP type of service that this metric refers to. Represented exactly as it would appear in the IP
header’s TOS field. This implies that the only valid values are 0-7.

metric The cost of using this outbound router link, for traffic of the specified TOS.
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A.7.1 Router links advertisements

Router links advertisements are the Type 1 link state advertisements. Each router in an area originates a router links
advertisement. The advertisement describes the collected states of the router’s links to the area. (The router links to an
area can be derived from the list of router interface data structures and configured host routes, see Section 12.3.1). The
advertisement’s Link State ID field specifies the router's OSPF Router ID. Such an advertisement is flooded throughout
the single area only.

The router links connect to transit networks, stub networks (including attached hosts), or to other routers. Each link
also has an associated 32-bit data field; for links to stub networks this specifies the network mask and for the other
link types this specifies the appropriate IP interface address. Host routes are classified as links to stub networks whose
network mask i©xffffffff

All of the router’s links to the area must be described in a single router links advertisement. Multiple advertisements
may be included in a single Link State Update packet. For each link, there may be separate metrics for each Type of
Service (TOS). The metric for TOS 0 must always be included, and listed first.

0 8 16 24 32
I I
1
Li nk State header
Bit B o
Bit E
T T T 171 )
0 # 11inks
Link 1D
Li nk Dat a
Type # TOS TOS 0 netric # 1inks
- times
# TOS TGS 0 metric
tines
TGS 0 metric
bit E When set, the router is an AS boundary router (E is for external)
bit B When set, the router is an area border router (B is for border)
# links The number of router links described by this advertisement. This must be the total collection

of router links to the area.
The following fields are used to describe each router link. Each router link is typed (see the below Type field), indicating

the kind of object to which the router connects. It may be a link to a transit network, to another router or to a stub
network. The values of all the other fields describing a router link depend on the link’s type.
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A.7 The Link State Update packet

Link State Update packets are OSPF packet type 4. These packets implement the flooding of link state advertisements.
Each Link State Update packet carries a collection of link state advertisements one hop further from its origin. Several
link state advertisements may be included in a single packet.

Link State Update packets are multicast on those physical networks that support multicast/broadcast. In order to make
the flooding procedure reliable, Link State Update packets are acknowledged by Link State Acknowledgment packets.
If 