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What | am going to present:
 The Motivation.

 What are NfSen and nfdump?
 The Tools in Action.
 Outlook - what’s next.
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NfSen/nfdump SV/ITCH

The Swiss Education & Research Network

The Motivation:
NfSen and nfdump came out of operational needs.

When discussing with other teams:
— “Watch your flows for ...”
— “P’ve seen a lot of ... in our flows ...”

Netflow turnes out to be “The Data Source™ although
not the only one - for all kind of information and/or
events to look at a network.

But ...

Router# show ip cache flow

... seems not to be the solution for every task.
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NfSen/nfdump S\}/|TCH

The Swiss Education & Research Network

Wish list:

* Must be fast!

* Must be really fast! ~25GB data/day
« Easy to use.

- Keep netflow data for a certain period of time. " List™
- Easy navigation when searching stored netflow data. A
« Flexible and powerful filtering. Wy
* Flexible aggregation of netflow data. \

 Top N statistics for packets, bytes, IP addresses, ports ...
* Profiling hosts in case of an incident.
* A tool, which supports us in our daily work.

Many tools available, but either too slow, too cumbersome or not
what we wanted.

b 71fdump
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nfdump SV/ITCH

The Swiss Education & Research Network

nfdump:

» Stores netflow data in time sliced files.

« CMD line based tool comparable to tcpdump.
* Written in C = fast.

* Supports netflow format v5 and v7.

« Powerful pcap like filter syntax:
‘( tcp and dst net 172.16/16 and src port > 1024 and bytes <600 ) or ( ...’

* Flexible aggregation.
« Efficient filter engine: > 4 Mio flows/s on 3GHz Intel.

» Fast Statistics (Top N ) 2.5 s for 1.5Mio flows.
Top N flows, packets, ( src/dst ) IP addresses.

The wish list became true @
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nfdump

List Flows:

nfsrv$ nfdump -r nfcapd.200504131500 -c 10

Date flow start Len Proto
Apr 13 2005 14:59:56 0 TCP
Apr 13 2005 14:59:56 0 TCP
Apr 13 2005 14:59:56 2 TCP
Apr 13 2005 14:59:56 1 TCP
Apr 13 2005 14:59:56 0 TCP
Apr 13 2005 14:59:56 1 TCP
Apr 13 2005 14:59:48 5 TCP
Apr 13 2005 14:59:56 0 TCP
Apr 13 2005 14:59:56 0 TCP

Apr 13 2005 14:59:48 10 TCP

Flows analysed: 29 matched: 10,

Src IP Addr:
213.161.64.210:
64.62.154.4:
131.132.112.21:
64.62.191.95:
216.109.117.206:
83.141.49.51:
191.210.93.172:
191.101.94.201:
199.81.104.90:
9.4.223.185:
Bytes read: 1416

Port

80 ->
80 ->
1138 ->
80 ->
80 ->
80 ->
80 ->
80 ->
60553 ->
1433 -—>

Time window: Apr 13 2005 14:59:16 - Apr 13 2005 14:59:58

Dst IP Addr:
211.99.
162.139.189.158:
64.18.47.234:
172.212.
211.223.204.230:
211.92.9.56:
149.194.8.73:
199.53.250.100:
213.161.61.209:
168.150.251.37:

1.218:

81.18:

Port Packets

34156
4527
80
4390
1132
37157
3530
30267
80
22520

nfsrv$ nfdump -r nfcapd.200504131500 -c 10 -o long 'not (flags 0 or tos 0)°

Date flow start Len Proto
Apr 13 2005 14:59:42 9 TCP
Apr 13 2005 14:59:53 0 TCP
Apr 13 2005 14:59:48 5 TCP
Apr 13 2005 14:59:57 0 TCP
Apr 13 2005 14:59:41 16 TCP
Apr 13 2005 14:59:50 8 TCP
Apr 13 2005 14:59:58 0 UDP
Apr 13 2005 14:59:59 1 TCP
Apr 13 2005 14:59:56 11 TCP
Apr 13 2005 15:00:05 3 TCP

Flows analysed: 262471 matched:

Src IP Addr:
194.42.48.56:
194.42.48.4:
194.42.48.15:
83.238.131.3:
211.21.32.28:
194.42.48.79:
194.42.48.120:
194.42.48.69:
194.42.48.82:
213.17.198.139:
10, Bytes read:

Port

4586 ->
57627 ->
11013 —>
4438 ->
14502 -—>
179 >
123 >
179 >
11002 —>
3942 -—>
12815808

Time window: Apr 13 2005 14:44:50 - Apr 13 2005 15:00:22

( IP addresses anonymised )

g
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Dst IP Addr:
194.42.
194.42.
194.42.

192.41.222.35:
211.21.
194.42.
194.42.
194.42.
194.42.
192.41.230.52:

S\VITCH
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48.11:
48.11:
48.11:

32.30:
48.11:
48.11:
48.11:
48.11:

Port
179
179
179
135
639
11029
123
20994
179
445

Flags

.AP...
Al
.AP...
..S.
.AP...
.AP...
Al
.AP...
.AP...
..S.

Bytes
828 B
140 B
637 B
493 B
266 B
7.0 KB
6.6 KB
633 B
803 B
140 B

Tos Packets

192
192
192

32
192
192

16
192
192

32
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Bytes

319
60
99
48

621
99
76

139

139
96
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nfdump

Create TopN Statistics Packets/Bytes:

( IP addresses anonymised )

nfsrv® nfdump -r nfcapd.200504131500 -S -n 10

3136914 matched: 3136914, Bytes read: 153167712
Aggregated flows 2452160
Time window: Apr 13 2005 14:44:50 - Apr 13 2005 15:04:59
Top 10 flows packet count:

Flows analysed:

Date flow start
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

Top

Date flow start
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

13
13
13
13
13
13
13
13
13
13

10

13
13
13
13
13
13
13
13
13
13

2005
2005
2005
2005
2005
2005
2005
2005
2005
2005

53:35
49:39
45:59
58:45
47:05
53:35
45:26
50:03
49:39
45:26

Len Proto

630
866
846
320
872
630
1121
842
868
1120

flows byte count:

2005
2005
2005
2005
2005
2005
2005
2005
2005
2005

53:35
49:39
45:59
58:45
45:26
50:03
49:20
53:01
47:29
48:50

Len
630
866
846
320
1121
842
888
667
997
915

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Proto

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Src IP Addr:Port

211.21.10.35:20 -> 196.3.50.254:
62.2.16.4:44890 -> 211.21.1.10:
62.53.226.182:44671 —> 211.21.1.10:

211.21.10.21:40398 —>

196.3.50.254:55260 ->
211.21.10.35:58992 —>
211.21.1.10:43979 ->
211.21.1.10:119 ->
80.24.26.102:28266 —>

Src IP Addr:Port

211.21.10.35:20 -> 196.3.50.254:
62.2.16.4:44890 -> 211.21.1.10:
62.53.226.182:44671 —> 211.21.1.10:

211.21.10.21:40398 —>
211.21.10.35:58992 —>
211.21.1.10:43979 ->

211.21.10.35:80 ->
211.21.10.35:55866 —>
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Dst IP Addr:

212.31.34.212:
211.21.10.35:57348 -> 80.218.156.106:
211.21.10.35:
80.24.26.102:
164.172.36.58:

62.2.16.4:
211.21.10.35:

Dst IP Addr:

212.31.34.212:
80.24.26.102:
164.172.36.58:
211.21.10.21:40572 -> 162.162.153.116:
81.56.217.164:
83.173.244.45:
211.21.10.21:40485 -> 162.162.153.116:

Port
55260
119
119
435
61749
20
28266
119
44890
58992

Port
55260
119
119
435
28266
119
433
33732
17079
433

Packets
886934
840504
701456
435334
329811
323622
319523
270816
262789
208535

Packets
886934
840504
701456
435334
319523
270816
205729
204589
205958
200618

991.
619.
181.

16.
457.
381.

13.

991.
619.
457.
381.
288.
283.
254.
281.
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Bytes

N

NdFRFFWNMOWN

GB
GB
MB
MB
MB
MB
MB
MB
MB
MB

Bytes

N

.
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GB
GB
MB
MB
MB
MB
MB
MB
MB
MB
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nfdump

Create TopN statistics IP addresses, Ports:

nfsrv® nfdump -r nfcapd.200504131500 -n 10 -s dstport

Flows analysed: 3136914 matched: 3136914, Bytes read: 153167712
Number of IP addr 65208

Time window: Apr 13 2005 14:44:50 - Apr 13 2005 15:04:59

Top 10 Dst Port counts:

Date first seen Len Dst Port Packets Bytes
Apr 13 2005 14:44:53 1206 80 8551963 829.3 MB
Apr 13 2005 14:44:53 1198 53 1062287 81.8 MB
Apr 13 2005 14:44:51 1200 123 316006 22.9 MB
Apr 13 2005 14:58:24 393 1433 189067 9.6 MB
Apr 13 2005 14:48:54 962 445 219088 11.9 MB
Apr 13 2005 14:44:54 1197 0 717472 310.2 MB
Apr 13 2005 14:50:38 859 135 135711 6.7 MB
Apr 13 2005 14:46:14 1117 4672 107272 10.3 MB
Apr 13 2005 14:44:53 1206 4662 2479351 1.7 GB
Apr 13 2005 14:52:58 713 3306 72365 4.3 MB

nfsrv$ nfdump -r nfcapd.200504131500 -n 10 -s srcip

Flows analysed: 3136914 matched: 3136914, Bytes read: 153167712
Number of IP addr 373382

Time window: Apr 13 2005 14:44:50 - Apr 13 2005 15:04:59

Top 10 Src IP Addr counts:

Flows
351633
304564
222275
158998
116296
107595

97032

77803

51231

46010

Flows
143596
129375

77627

43089

33535

29641

20252

14684

14561

14039

SV/ITCH

The Swiss Education & Research Network

Date first seen Len Src IP Addr Packets Bytes
Apr 13 2005 14:44:51 1207 149.166.2.21 220281 11.2 MB
Apr 13 2005 15:02:30 88 81.208.28.50 129377 1.9 MB
Apr 13 2005 14:44:54 1197 199.81.104.52 341597 40.4 MB
Apr 13 2005 14:59:47 304 200.48.111.64 63820 2.9 MB
Apr 13 2005 14:44:53 1198 211.21.1.80 110847 11.0 MB
Apr 13 2005 14:59:50 301 213.180.210.35 29765 1.3 MB
Apr 13 2005 14:59:22 335 141.249.141.4 148644 84.3 MB
Apr 13 2005 14:45:02 1189 191.176.20.204 34824 6.0 MB
Apr 13 2005 15:01:53 85 54.57.93.182 14565 654.3 KB
Apr 13 2005 14:59:19 332 54.211.161.192 21615 1.1 MB
(SVITCH
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NfSen/nfdump S\N/ITCH

The Swiss Education & Research Network

Command line based tool:
* Flexible

- Easy to use

 Fast

but ...
... don't we all like pictures?
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‘

2005 © SWITCH C ept 9




NfSen S\/ITCH

The Swiss Education & Research Network

Wish list:

Use nfdump as backend tool. = modular design.
Pictures!
Graph current network situation.

Graph specific profiles.
— Track hosts, ports etc. from live data.
— Profile hosts involved in incidents from history data.

Drill down from overview to the details down to the specific flows.
Analyse a specific time window.

Web based.

Automatic alerting.

Flexible extensions using plugins.

Easy to use.

Auto - Cleanup. Aging data files: max space, max lifetime.

mp NfSen Sy
(S\).- ITCH—\ \‘
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"y oy MNFSEN - Profile live Overview

SV/ITCH

The Swiss Education & Research Network

Type: Continuous

Overview Profile: live
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Selected Profile: | live
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NfSen S\/ITCH

The Swiss Education & Research Network

HaRalla NFSEN - Profile live Apr 14 2005 - 06:05 =1
— &
[T T selected Profite: | live =|
TCP ne ICMP other Profileinfo:
= ; . - il Type: continuoas |
" | Max: unlimited I
Exp: never !
Start; Mar 04 2005 - 07:20
Emil: Ape 14 2005 - 14:05 il
Thu Apr 14 06:05:00 2005 Flows/s any protocol : buart EWS-N-H-W-ﬁ I
Eﬂk:"“"""‘ T B . T B T ...4:'. I.".l lm
i Raien Tamauinl |
E 1% k ) R Packels 1
st 1 |
& I
E wk I
3 1
'ﬁ I
Al 5
|
|
2000 ZE:00 0000 0200 0400 06100 08100 1000 1Z:00 14100 16100 1
B Gownstrean @ Upstrean B pPeer: B Peer2 . ww W o ﬂ

Select [left =] Mark Display: [1day =] <<| <] 1| >| >>]| 31| ®iin © logScale

Statistics timeslot Apr 14 2005 - 06:05

Source: Flows: Packets: tep: udp: icmp:  other:  Bytes: tep: udp: i other:
[+ Downstream 120242 1505520 1216783 150254 10875 127608 759.6 MEB 664.7 MBE 285 MB 5218 KB 65.7 ME
F Upstream 1250140 14831237 13063698 1531552 112635 123352 95 GE 92 GHE IE32MB 141 MB 5.6 MB

[ Peerl 469505 14217191 13612315 498226 984T 16803 116 GB 115 GB 1066 MB S2MB 2.2 MB
[+ Peer2 TIOOIl 621183 S012167 499655 E7901 21460 6G1GE GO0GE TI2ME 91ME 22IMEBE
P
SNV/ITCH
r
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NfSen

SV/ITCH

The Swiss Education & Research Network

aXs)s) MFSEN - Profile live Mar 18 2005 - 02:50
Netflow Processing
Source: Filter: Show:
Downstream & |tCp List: First [15 j Flows
Peerl
I appregated.
i [ time sorted
Upstream me N
[ long outpul FOCESS
= and | <none> :J & |'.l "‘E“—‘—"‘J

fusr/flocal /bin/nfdump -r /hnetflow?/nfsen-devel/profiles/

Flows analysed: 1587600 matched: 640088, Bytes read: 7751
Aggregated flows 542709

Time window: Mar 1B 2005 DZ2:34:53 - Mar 1B 2005 02:54:56
Top 10 flows packet count:

Stat: Top m_
I Limit |Packets =[|> =[|p
' Packets/Bytes Flows

[ long output
I~ [sRC 1P Addr =]

live/Upstrean/nfeapd. 200503180250 -n 10 -5

B

process ]

tep
B536

Date flow start Lan Proto Src IP Addr:Fort Dst IF Addr:Fort Packets Bytes
Har 18 2005 02:36:26 902 TCP 211.21.10.35:57609 => 24.118.241.142:32533 238616 341.3 HB 1
Mar 1B 2005 02:3B:56 204 TCP 211.21.1.10:45663 => 164.172.36.58:119 238498 33B.2 MB 1
Mar 18 2005 02:37:20 904 TCP 211.21.1.10:45659 -> 164.172.36.58:119 236152 334.9 HB 1
Mar 18 2005 02:38:15 905 TCP 145.166.18.196:80 = 67.166.48.248: 63578 20935 J04.7 HB 1
Mar 18 2005 0Z:41:44 JOB TCP 211.20.1.10:45625 -=> 164,172,36.58:119 189974 269.5 HB 1
Mar 1B 2005 02 124 469 TCP 211.21.10.35:80 - 66.57.242.199: 60804 1B1D31 25B.7 HB 1
Mar 18 2005 02:40:16 665 TCP 211.21.1.10:45621 -> 164.172.36.58:119 180144 251.6 HB 1
Har 18 2005 02:39:16 04 TCP 210.21.00.20:37927 > 162.162.153.116:433 163440 226.1 HB 1
Mar 18 2005 02:38:15 905 TCP E7.166.48.248:63578 -> 149.166.18.196:80 142873 7-2HB 1
Mar 1B 2005 0D2:37:2B 904 TCP 211.21.10.21:37916 =-> 162.162.153.116:433 127494 171.5 HB 1
Top 10 flows byte counkt:
Date flow start Len Proto Src IP Addr:Port bst IPF Addr:Port Packets Bytes
Mar 1B 2005 02:36:26 02 TCP 211.21.10.35:57609 => 24.118.241.142:32933 238616 341.3 MHB 1
Mar 18 2005 02:38:56 904 TCP 211.21.1.10:45663 -> 164.172.36.58:119 238498 33B.2 MB 1
Mar 18 2005 02:37:20 904 TCP Z11.20.1.00:45659% -=> 164.172.36.568:119 236152 334.9 HB 1
Mar 18 2005 DZ:38:15 205 TCP 145.066.18.196:80 - 67.166.4B.248:63578 220935 304.7 HB 1
Har 18 2005 02:4l:dd TOB ICP 211.21.1.10:45625 =-> 164.172.36.58:119 1E9974 269.5 MB 1
Mar 18 2005 02:44:24 465 TCP 211.21.10.35:80 - 66.57.242.199:60804 1R1031 258.7 MB 1
Har 18 2005 02:40:16 BES TCP 211.21.1.10:4562]1 -> 164.172.36.58:119 180144 251.6 HB 1
Mar 18 2005 02:39:36 904 TCP 211.21.10.21:37927 => 162.162.153.116:433 163440 226.1 HB 1
HMar 1B 2005 D2:37:28 904 TCP 211.21.10.21:37916 => 162.162.153.116:433 127494 171.5 HB 1
Mar 18 2005 02:35:28 904 TICP 1459.166.21.101:4351 -> 151.41.1.129:13984 116992 167.3 HB 1
Done
. S\N/ITCH

(1P addresses anonymised ) ( cert
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NfSen/nfdump

Puttlng all together:

o

To:

From:

Summary:
monitored:
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The Swiss Education & Research Network

cobol% nfFilt -r /natFlqu/nFSan/SﬂuDl/swuxl/nFDEPd 200405170940 -o 10
: 92, -5 0.

Hay 17 2004 09:33:
May 17 2004 09:33: 42

May 17 2004 09:39:34
Hay 17 2004 09:39:34

Hlcobol

9 TCP

33.107.206:
155 174,131,657 zaao -
96.222.194: 31910 >

REN
P 133 189.16d.241:41478 ->

212.238.236.208: 2495 ->
212,238,236,208: 2494 ->
212,238,236,208: 2495 ->
£8.93.60.50:2580 -
£8,93,60,5032581 ->
154,20,99.176:2108 ->

~/ /7

Web g&t-end

Po
Processing

softflowd
pfflowd

Periodic

Update Tasks & Plugins

]

S

Input

netflow v5, v7

nfdump Backend

-— i

g
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192.33,216.177:2745
192,33,216,177:135
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NfSen/nfdump S\}/|TCH

The Swiss Education & Research Network

Figures @ SWITCH:
 Server: 2 x 3GHz 2GB Ram. Debian Linux Kernel 2.6.10

« 3TB (2TB + 1TB ) AXUS Disk Raid |
* XFS file system.
* Gigabit Ethernet interfaces.

* 5min workload avg. ca. 5%.
« 25GB Netflow data / day.
 About 41 days of netflow data available.

S\VITCH
(
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NfSen/nfdump in Action S\N/ITCH

The Swiss Education & Research Network

Overview - Details - Flows

alalla NFSEM - Profile live Overview R

[ (U] setected Prafie: [ five =

HPO

Overview Profile: live

Filmain Gnd fpr [ 1806500 3588 - Ty fpr 14 10500 26

tacins lied Fpr 13 JEciolD J0G - Tho Spr 10 EROESTD TEEG

i i i
s b I

T T T Dm gm W TR AW W W D OEE B B
[ THRFENEN RPN TE e [ PRESSNNS IS I T [ PSS I [T

Flrsadnr Thi e 7 18115000 2905 - T Fpe 00 106100 2005 Bgbocin: Th fpr T 0900 965 - Thu Bpr 10 SR:0R0 J9e

o

| B e Wit B

G - T g 14 LRS00 g Pacsatorny T Rae 15 17005000 205 - Tru fpr 18 EhRan J9eG

|

Fahamate

- ] - - - L i 11 | N - L -
Bimriss Bipivs Wi Wi Bisries Wigirem Wheri Wit Wirwvsm Wigmires Winery Bl
Flamsrur el A b 1819000 D004 - T A 1A 1CORT00 T ! Packateln] s g 18 105000 Tk - Tha #gr 14 S0%:00 Ties . Bt bl A 18 RNDISD0 (B - Tha dpr 10 ERO0SGO0 296

e (TTHE MiSESSS .ill[. ._ = l .“E &
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NfSen/nfdump in Action

Overview - Details - Flows

Fey oy oy
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The Swiss Education & Research Network

-

a8 NFSEM - Frofile live Apr 14 2005 - 06:05 =
| setected Prafile: | live = I;l
ather Profileinfo:
r < Twpe: continuoas
Mlax: unlimited
Exp: never
Start: Mar 04 2005 . 07:20
- End: Apr 14 2005 - 1§05
Thu Apgl 14 06:05:00 2005 Packetsss any protocol S0y |2005-04=14-06-05
Mkt...:...-.. ....................1.............. ....... Ik = |"_'Im
BONE _Beum T |
i | Flows
§
&
400 k 7
5
% 300 K
§ 200 k
(=
190 K
2 20000 ZR00  00:D0 0200 Q400 06100 0B:00 100 1200 1d:00  16:00
B Dowrstream @ upstrean  Bpeers W peerz . - e "
Select [left =] Mark Display: | 1 day =| -:{l < ! __I_J > :-:»| =] | #lin 7 lop Scale
Statistics timeslot Apr 14 2005 - D6:05
Source: Flows: Packets: tep: udp: iemp: other: Bytes: tep: udp: icmp: other:
[ Downstream 120242 1505520 1216783 150254 10875 127608 759.6 MB 664.7 MB 285 MB 5218 KB 65.7 ME
[ Upstream 1250140 14831237 13063698 1531552 112635 123352 95GE  92GH IS3IMEB 141 ME 516 MB
[ Peerl 469505 14217191 13612315 498226 %9847 16503 116 GE 115 GEB 1066 MB S2IMEB 2.2MB
[ Peer2 TIOL1  R621183 RO12167 499655 87901 21460 61 GE  60GE TI2MB 91 MB 2.2MRE
4
(S\)L'ITGH
2005 © SWITCH ce r.t 17



NfSen/nfdump

Overview - Details - Flows

& ey o

MFSEM = Profile live Apr 14 2005 - 06:05

SV/ITCH

The Swiss Education & Research Network

] selected Profite; | live

Profileinfo:

< Type:
Mllax:
ih) | Exp:

continuons
unlimiled
never

Start: Mar 04 2005 . 07:20
- | - End: Apr 14 2005 - 18:05
Thu Agr 14 06:05:00 2005 Packels/s proto UDP § | - Ems-m-]q-oﬁ-us
wk -TI a I..E.l... r.q:a. .J. .1: = :..J.l N r Lowom s w |..1I.l.l.|..|l.a.a. a.me I..I- .:i. ; - I'H Dﬂi-m-ld-ﬂﬁ-ﬂi
250 | 4 = 1 ! o T
& =i I 1 o 1 15| Flows
Emh...;.._ ! —
L R SEEEEEEEm=E=s EmEs
¥ = i
ﬁ 1':¢kf':""""""""""""' ........................ £ | _I-I_ _u: |_l
i H I I O B | | | | i | Bytes
50k & e B B B e we . 1 .
i - o —t i
a i | |I |
20000 2200 00:D0 0200 O4:00 05100  0B:00 1000 12:00  14:00 16300 e ok ! }
B Dourstream @ Upstrean B Peerd W Peer? ' = |

Select [left =] Mark

Statistics timeslot Apr 14 2005 - D6:05

Display: [1day =] <<| <| || >| =>| =] #lin © logScale

Lo
P ———————— --m==q.01

w0

Source: Flows: Packets: tep: udp: icmp:  other: Bytes: tep: udp: icmp: other:
[ Downsiream 120242 1505520 1216783 150254 10875 127608 759.6 ME 664.7 ME 285 MB 35218 KE 65.7 MB
F Upstream 1250140 14831237 13063698 1531551 112635 123352 95GHE  92GH IS3IMEB 141 MB 51.6 MB
[ Peerl 469505 14217191 13612315 498226 H9847 16803 116GEB 115GB 1066MB S2ME 2.2MB
[ Peer2 TIDOLD  S621183 BOIZI6T 499655 57901 21460 61GE 60GE 722ME 91MB 2.2 ME
( S\NVITCH
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NfSen/nfdump

Overview - Details - Flows

Halala NFSEN = Profile live Apr 13 2005 - 21:25

SV/ITCH

The Swiss Education & Research Network

_ ...-.--I.E.EL.I Selected Profile: Ill'l't

Profileinfo:

Type: continuons

Mlax: unlimited

Exp: never

Start: Mar 04 2005 - 07:20
End: Apr 14 2005 - 18:05

Wed Apr 13 21:25:00 2005 Packelsss proto UDP | S - [2005-04-13-21-25
00 k E..q:......:. .:.-.. ...-... ...:..--:r PR 4:... = ....-:.- P .t ....: - r ....-.- :r.d — : e ...:. ...; ' I.Id Im
mh? { 4 5 ' b { | { ' oo ——t - { 1— --: Faien Tomi |
I = Flows

Packets/s proto UDP
=

gt
i

12200 d4:00 1600 18:00  20:00
B upstrean W Peerd

Select |!efl =] Mark

Statistics timeslot Apr 13 2005 - 21:25

ZZ:00 0000 Q20 04100  06:00 0800 =
W peerz Fam g e

Diisplay: | 1 day =| “"I_"_!Ll_ﬂ e _:-u & lim " log Scale

W Dounctream

———————

[

0

Source: Flows: Packets: tep: udp: iemp:  other: Bytes:  tep: udp: iemp: other:
[ Downstream 212690 2363166 2096TE8 2215571 B6SE 32149 LIGE LIGE 440 ME 6007 KE 112 ME
[ Upstream I0R0862 54383079 2EIN1TI90 Z4814840 135252 1021697 IZTGE M5 GE  21GE 143MBE 1398 MB
[ Peerl 493176 27987707 27117306 ST9177 124642 66582 MBGB M4 GE IMOME 94 MB 546 MB
[+ Peer2 TEOSTO 34102396 31E3NETO 2023901 145617 101208 256 GB 250 GE 5335MB 143ME 537 ME
( S\NVITCH
2005 © SWITCH C er,t
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NfSen/nfdump in action

Overview - Details - Flows

o\V/IT

G H

The Swiss Education & Research Network

"mee NFSEN - Profile live Apr 13 2005 - 21:25 =
-
Netflow Processing r
Source; Filter: Shaow:
Downstream + [udp List: First [ | Flows
:ep::l I apgregated,
Peer? I time soried.
I long output process
T':I.Ill:' <none> = Stat: Top [14 =
I™ Limit [Packets =|[> =[]0 [- =
' PacketsBytes Flows
™ long ouiput
[ |SRC IP Addr =] process
fusc/flecal/bin/nidump -r /nectflowl/nisen-devel/profiles/live/Upstream/nfcapd.200504132125 -n 10 =5 \''udp'\"

Flows analysed: 2080862 matched: 985192, Bytes read: 101603256
Aggregated flows T2ZEDG0
Time window: Apr 13 2005 21:09:52 - Apr 13 2005 21:29:56
Top 10 flows packet count:

Date flow start Len Proto Src IP Addr:Poct Dat IP Addr:Port Packets Bytes

Apr 13 2005 21:22:0%2 242 UDF 209.132.212.19%2:34156 -> 149.166.16.22:53 21378390 1.6 GB 1
Apr 13 2005 21112142 905 UDp 62.167.124. 164117459 =-> 192.41.91.221762 I0250 4.0 MB 1
Apr 13 2005 21:12:02 905 UDP B1.140.70.13:52120 -> 149.166.208.67:57094 30205 4.1 MB 1
hpr 13 2005 21:12:42 905 UDP 192.41.91.2:1762 => 62.167.124.164:17459 29434 4.1 HB 1
Apr 13 2005 21:17:22 678 UDP 149, 166.99. 1714500 -=> 212.30.12.90:14389 28769 M4.B HB 2
Apr 13 2005 21:12:10 305 UDP 191.211.8.157i12340 -> 149.194.49.44:10347 28143 1.8 HB 1
Apr 13 2005 21:23:117 I0E UDP 149, 166.99. 17114500 -> 217.162.112.74:4500 26852 31.8 MB 2
Apr 13 2005 21:13:53 907 UDP 211.99.61.78:29075 -> 54.103.90.%1:7068 24519 3.2 HB 1
hpr 13 2005 21cl0:40 1117 UDP B3.231.169.85:50966 => 192.41.108.156212179 21592 2.9 HMB 2
Apr 13 2005 21:11:38 905 UDP 199.81.104.102:4500 -= B3.79.171.65:1005% 19476 10.3 HB 1
Top 10 flows byte count:

Date flow start Lan Proto Sre IP AddriPort Dat IP Addr:iPort Packets Bytes
Apr 13 2005 21:22:02 242 UDP 209.132.212.192:134356 =-> 149.166.16.22153 223178390 1.6 GB 1
Apr 13 2005 21:23:17 306 UDP 149.166.99.171:4500 -> 217.162.112.74:4500 26852 31.8 MB 2
Apr 13 2005 21:17:22 678 UDE 149.166.99. 17114500 => 212.31.13.90:14389 28BTES 34.8 MB 2
Apr 13 1005 21:13:10 905 UDP 131.132.1.241:10000 > B3.7B.63.185:459367 1213 11.8 MB 1
Apr 13 2005 21:t11:238 905 UDP 199.81.104.102:4500 -> B31.79.171.65:10059 19476 10.3 MB 1
Apr 13 2005 21:26:05 136 UDP 149.166.99.162: 4500 -> B).76.106.125:60105 6702 B.1 HB 1
Apr 13 2005 21:16:136 504 UDP B3.77.46.62:29118 -> 211.9%.1.13B:4500 8311 6.4 HMB 1
Apr 13 2005 21:18:58 440 UDP  149.166.208.24916346 > 24 .58 104,158 6346 121593 6.3 MB 1
hApr 13 2005 21:25:2% 231 uop 211.99.32.150:6970 -> 213.108.236.170:43754 56683 6.0 MB 1
Apr 13 2005 21:23:109 317 UDE 149.166.99. 16214500 =-> 217.162.170.143:13199 17598 1.9 MB 1

S\VITCH
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NfSen/nfdump S\N/ITCH

The Swiss Education & Research Network

Profiles:

« A profile is a specific view on the netflow data with
nfdump filters applied.

* The profile applies to the graphical as well as to the
numerical view.

* Profiles can be created from data in the past. ( static )
* Profiles can be created from incoming data ( continuous )
* Any views or processing options are available.

L L |Selected Profle: |smallpackages | =] e . E=Se—m——= e L il |
Chiai b s Fiodils. il baje s Pl ol b
| e " = ’ — - el
1ae i _ — _E-:;::::
smallpackages T i s T s
Mew Profile .. ey s s B oy - e
W e W e —
' ' l Ey e
e T | o B e e e

S\VITCH
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NfSen/nfdump S\N/ITCH

The Swiss Education & Research Network

Example Profiles:
Filter: ‘tcp and port 80’ Filter: ‘bytes < 100’

oo NESEN - profile pori80 Apr 14 2005 - 0650 o @06 NFSEN - Profle smallpackages Apr 14:2005 - 06:50 (=)
EET T selecied frofie: | portso < - T selected Prafile: [ smallpackages = -
acHELs Mol Details |[EITTCM
Profile: smallpackages
TCP une ICMP other Profileinfo: ICMP Profileinfo:
WAt A - i = . - Type: continuons Type: continuoas
o 4 ! Max: unlimited Max: unlimited
Rl ! + i o Exp: mever Exp: never
I |- ! i R || Start: Apr 13 2005- L5:25 H_ Start: Apr 12 2005 - 11:45
e o = Mo e e End: Apr 14 2005 - 18:50 End: Apr 142005 - 18:50
Thu Apr 14 06:50:00 2005 Flows/s any protocol :f Ltrs [2005-04-13-06-50 Thu Apr 14 06:50:00 2005 Flows/s any protocol 2| gars [2005-04-14-06-50
X EEE=EE=EEEEEEEE: EEE=EIESEESEEFTEE mmmemTem 7| towa [OOS08- 80650 B T e 'f'_ 1, (00508100650
e | EEEE i | ! : s B vnerel | | I 15 B Tirwsal
i I 1| Packets 3 T 7| Packets
S 40k  E—— 2 =
& ay £
g‘ 3.0k - “ i\ f "
3 2.0k ! w— me - & w
g Bytes g Bytes
10k = & y
- N’:‘ 20y 0.0:00 °z.'°° 09200/508:00, 08100 S 10200 12200 S 44008 16:00/551620 hﬂ‘ 20300 Z200 000 0Zi00 0400 05:00 0800 1000  12:00 14300 16300 18300 .».“
Dounstream M upstreaw M Peer: M Prerz - W W ocurstrean @ igstrean  MPeers W Prer? - 1]
léc 7] Ma g O
Select [lert 3] Mark Display: |1 day <% A 22| 22{E T, g Scale Select [left =] Mark Display: |1 day <<| _<| 1] =] 22| >1| tin € togScate
Statistics timeslot Apr 14 2005 - 06:50 = y
Source: Flows: Packets: tep: udp: icmp: other: Bytes: tep: udp: icmp: other: ‘::.“ o Iiml“shln::?‘: l:‘:cogs: :]cﬁpsl] udp: iemp: other: Bytes:  tep: udp: iemp: e
r'i"“’“““’" 1;:::: 4:‘“7“ ‘:m : : : ”‘1';1::: m:‘,:‘:: :: :: ::  Downstream | SI788 | 60378 | 40054 16209 4080 35 3.AMB | LSMB L1MB 2667KB 23KB
~ Upstream 9T 414978
F peat = e = = SIS SRR N RO e [ Upstream TORIT4 TTTRIF 23TIN1 490570 47313 2645 4TAMB 109ME 33T7ME 27 MB 1752 KB
[ Peerl 249791 277028 154795 94001 27765 467 146MB TAMB 62MB 13MB 262KB
 Peer2 92976 1510268 1510268 0 o O 13GE 13GB OB OB 0B
. ~ Peer2 456447 523335 340643 134211 46661 1824 264MB 154ME S6ME 23ME 1173 KB
E:d P
P

Filters may be as complex as the the filter syntax of nfdump allows.
Example: ‘src net 172.16/16 and src port > 1024 and dst host 192.168.16.17
and dst port 80 and packets > 1000’

S\VITCH
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NfSen/nfdump S\N/ITCH

The Swiss Education & Research Network

= and reports a hacked system:
2. Customer reports IRC connection on hacked host.

3. In agreement with the customer to find other
infected hosts => Create hlstory proflle of botnet

master. —

= | i | i il | B | B T
Overview Profile: bol-masters

S\VITCH
(
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NfSen/nfdump

Analyse Incident:

o\V/IT

G H

The Swiss Education & Research Network

Halalla) NFSEN - Profile bot-masters Mar 31 2004 - 06:55 =
[T selected Profite; [bot-masters =] =
ather Profileinfo:
Max: unlimited
1] ' Exp: mever
i | Start: Mar 21 2004 - (0:00
=yl I — " End: Apr0l 2004 - 12:00
Wed Mar 31 06:55:00 2004 Flows/s any prolocol ; | S Euuq-usan-uﬁass
4.0 7 s (M, = 5 = e T 75| lepa POOE-03-31-18-55
. f Fayen T sl
2 = L7 Packets
4 |
z E - T ! ! :
. \g. e
& T Byles
GO0 0200 04200 05300 000 1000 12300 14200 16300 13200 za?m 22700 ]
O ypstream ! -
Select [left =] Mark Display: [1day =] <<| <| || =] =>| =] #tin © logScale
Statistics timeslot Mar 31 2004 - 06:55 - Mar 31 2004 - 14:55
Source: Flows: Packets: tep:  wdp: icmp: other: Bytes:  tep: udp: icmp: other:
| Downsiream  Source nol available in profile!
" Upstream TIRGR 192990 192990 0 o 0O8BSME EEMB OB OB OB
[~ Peerl Source nol available in profile!
[ Peer2 Source mod awvailable in profile! \:
v ——————— —— —— ——— ] Vol

/
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NfSen/nfdump

SV/ITCH

The Swiss Education & Research Network

Ha¥alla MNFSEN - Profile bot-masters Mar 31 2004 - 06:55 C!‘
Netflow Processing -
Source: Filter: Show:

Upstream 4 List: First [ 10 =| Flows
[ apgregated,
[ time sorted.

[ long autput
.+ and | <none> =| Stat: Top Im

™ Limit |Packets =|[> =||0
[ Packels/Bytes Flows

™ long oulpui
 [SRC 1P Addr =]

fuasrflocal/bin/nfdusp =R /netflow?/nfsan-devel /profiles/bot-masters/Upstream/nfcapd. 200403310655 :nfcapd. 200403311455 =-n 500 -8 =

Flows analysed: 72868 matched: 72868, Bytes read: 5230536
Mumbar of IP addr 57

Time window: Har 31 2004 06:54:17 - Mar 31 2004 14:59:57
Top 500 Sre IP Addr counts:

Date first soon Lan Src IP hddr Packets Bytes Flows
Mar 31 2004 08:20:16 22793 #0.231.37.200 59557 2.6 MB 22676
Mar 31 2004 06:54:17 28895 211.99.51.18 4313 202.4 KB 155%
Mar 31 2004 07:05:i42 28208 211.99.27.63 4240 198.9% KB 157&
Mar 11 2004 07:06:16 27696 211.99.26,.197 4248 200.1 KB 1568
Mar 31 2004 07:15:10 271576 211.99.47.51 4200 197.3 KB 1548
Mar 31 2004 OT:19:128 27524 211.99.17.106 4118 162.6 KB 1542
Mar 31 2004 07:10:45 18124 211.99.27.36 4177 196.1 KB 1537
Mar 311 2004 07:20:29% 27015 211.%%9.222.220 4112 162.0 KB 1535
Mar 31 2004 07:27:06 26445 211.99.003.9 4113 1%2.9 KB 1526
HMar 31 2004 D6:54:42 2BB6Y 211.99.19%6.91 4066 190.8 KB 1526
Mar 11 2004 07:11:03 28116 211.99.27.83 4011 188.4 XB 1503
Mar 31 2004 07:26:02 16510 211.99.47.10 3923 184.7 KB 1479
Mar 31 2004 0T7:21:14 27276 211.99.83.77 3897 154.7 KB 1468
Mar 31 2004 08:02:21 24994 211.99.241.154 3866 181.3 KB 1444
Mar 31 2004 08:00:4B 24423 211.9%,.27.101 IB55 180.9 KB 1441
Mar 31 2004 08:19:43 22972 211.99.228.173 3762 176.] KB 1353
Har 31 2004 07:47:01 25250 211.99.132.186 3660 171.7 KB 13%3
Mar 11 2004 08:27:46 22806 211.99.241.151 1651 171.3 KB 1369
Mar 31 2004 08:33:06 22964 211.99.116.174 3571 167.6 KB 1361
Mar 31 2004 0B:14:41 23675 211.,99.71.182 3495 164.3 KB 1327
Mar 31 2004 08:32:02 22550 211.99.26.56 3490 163.8 KB 1320
Mar 31 2004 08:13:34 23657 211.99.71.165 3378 158.5 KB 1307
Mar 11 2004 08:46:46 21666 211.99.232.97 3458 162.1 KB 1303
HMar 20825 211.99.117.4 3aas

M R % g g 4

( IP addresses anonymised )
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NfSen/nfdump SV/ITCH

The Swiss Education & Research Network

NfSen Plugins:

NfSen and nfdump are very flexible for a lot of tasks.
However, some automated background tasks
would be nice!

Po
Processing

N
Periodic Update Plugins

]

S\VITCH
(
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NfSen/nfdump S\Y/ITCH

The Swiss Education & Research Network

Plugins - what for?
* Monitoring and alerting.
 Track for known botnet masters and send notifications.

* Track for scanners or DDoS attacks, not necessarily
visible in the graph.

* Track for any special pattern you like ...

Plugins are:
 Simple Perl modules hooked into NfSen.
- Called at regular 5 Min intervals. ?

S\VITCH
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NfSen/nfdump

Plugins:

. 1;
reglsy' \_/_

#
package CatchDos;

use strict;

#

sub Init {

# Init plugin

S\VITCH

The Swiss Education & Research Network

#
@plugins = (
['live', 'CatchDos'],

)i

nfsen.conf

} # End of Init

sub run {
my S$profile
my S$timeslot

\j\f\fii’ii::gb////’———

plugin

shift;
shift;

>

Notification.pm

\J/

Runs automatically
every 5 min

output

S\VITCH
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NfSen/nfdump

Example:

o\V/IT

R

-

The Swiss Education & Research Network

The plugin processes data with nfdump arguments and
filter: -A srcip,dstport -S 'bytes < 70’

Candidates for scanning activities appear:

From: nfsen@switch.ch
To: cert@switch.ch
Subject: Scanners

Flows analysed: 2602435 matched: 491818, Bytes read:
Aggregated flows 176217

Top 10 flows packet count:

127070496

Time window: Apr 15 2005 10:44:52 - Apr 15 2005 11:04:54

Date flow start Len Proto Src IP Addr:Port Dst IP Addr:Port Packets Bytes Aggr
Apr 15 2005 10:59:52 298 TCP 149.166.208.111:0 -> 0.0.0.0:135 19154 897.8 KB 19154
Apr 15 2005 10:59:51 115 TCP 221.219.74.59:0 -> 0.0.0.0:4899 14262 668.5 KB 14262
Apr 15 2005 10:59:52 286 TCP 67.67.180.42:0 -> 0.0.0.0:1433 11356 532.3 KB 11356
Apr 15 2005 11:00:55 237 TCP 194.149.144.241:0 -> 0.0.0.0:2100 8654 401.7 KB 8654
Apr 15 2005 11:00:28 250 ICMP 211.144.194.2:0 -> 0.0.0.0:0 6995 437.2 KB 6995
Apr 15 2005 10:59:52 214 ICMP 54.101.213.162:0 -> 0.0.0.0:0 4330 219.9 KB 4330
Apr 15 2005 10:59:52 299 TCP 62.206.4.112:0 -> 0.0.0.0:135 3317 151.5 KB 3317
Apr 15 2005 10:59:52 299 TCP 151.99.143.20:0 -> 0.0.0.0:135 3298 154.6 KB 3298
Apr 15 2005 10:59:52 290 TCP 191.171.226.94:0 -> 0.0.0.0:135 3246 132.2 KB 3246
Apr 15 2005 10:59:53 299 TCP 219.91.168.232:0 -> 0.0.0.0:135 3157 154.0 KB 3157
(IP_addresses anonymised ) (S\} e t
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NfSen/nfdump S\N/ITCH

The Swiss Education & Research Network

Next Steps - Todo list:

NfSen:

* Protocol and TCP/UDP Port Tracking.

* Link Plugins to Web Interface.

« Optional MySQL based logging and reporting extension.
« Anomaly detection.

nfdump:

* Integrate Crypto - PAn:
Cryptography-based Prefix-preserving Anonymization

* Related filters: ‘Worm Footprint Tracking’
first { dst ip <A> dst port 445 bytes > 600 }
then { src ip <A> and dst ip 172.16.17.18 and dst port 80 }

* Integrate wm.edu Packeteer's PacketShaper patch into nfdump.
* Netflow v9 IPv6
 More - and more flexible statistics.

S\VITCH
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NfSen/nfdump S\)}/|TCH

The Swiss Education & Research Network

Summary:

* Good and flexible tools for all sort of netflow tasks.
— Network monitoring.
— Incident Handling.
— All sort of tracking ...

Open Source Tools under BSD License.

Cmd line tool: nfdump

— Written in C. Runs on most *nix.
Tested on Linux Kernel 2.4.* and 2.6.%,
FreeBSD, OpenBSD, Solaris.

— Available at http://Infdump.sourceforge.net
Web based frontend: NfSen
— Written in PHP and Perl.

— Extendable using plugins.
— Available at http:/Infsen.sourceforge.net

Possible candidate for the toolset in GN2/JRA2

S\VITCH
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NFSEN S\/ITCH

The Swiss Education & Research Network

Questions’?
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